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$6:8602 /STNMT - CNTT Thanh Hod, ngay 04 thang10 ndam 2021
VIV canh bao cac 10 hong bao mat anh huong

dén phan mém VMware va thiét bj Camera IP.
Kinh gui: Truong céc don vi thudc Sé.

S Tai nguyén va Mbi truong nhan duoc Cong vin sé 2028/STTTT&CNTT
ngay 28/9/2021 ciia S& Thong tin va Truyén thong vé viéc canh bao cac 16 hong
bao mat mai anh huéng dén phan mém VMware va thiét bi Camera IP.

Trong thoi gian gan dy, Cuc An toan thong tin, Bo Thong tin va Truyén
thong d ghi nhan cac diém yéu, 16 hong bao mat méi trén cic phan mém, Gng
dung dang duoc sir dung rong réi trong cac hé thong thong tin ciia cac co quan, t6
chtic va doanh nghiép. Trong d06, c6 nhitng 16 hong bao mat muic cao va nghiém
trong c6 thé bi khai thac, str dung dé tan cong c6 chu dich trong dién rong. Pé ting
cuong chu dong phong ngira cac rii ro mat an toan thong tin tai hé théng thong tin
ciia S6. Giam dbc SO yéu cau cac don vi thuoe SO khan truwong trién khai mot sd
nodi dung sau:

1. Giao Trung tam Cong nghé thong tin:

- Tang cuong theo ddi giam sat hé théng dong thoi thuong xuyén theo ddi
kénh canh bao cua cac co quan chic ning va san sang phuong an xur 1y khi phat
hién c¢6 dau hiéu bi khai thac, tan cong mang; hd tro cac don vi khi c6 kho khin
vudng mac.

- Pang tai toan bd ndi dung Cong van sé 2028/STTTT&CNTT ngay
28/9/2021 cua Sé Thong tin va Truyén thong trén Cong thong tin dién tir So Tai
nguyén va Moi truong Thanh Hoa.

2. Giao trudng cac don vi thudc So:

- Pho bién, quén triét dén toan thé cong chuc, vién chic va nguoi lao dong

thudc don vi minh thuc hién Kiém tra, ra soat va xac dinh cac may tinh, may chu



dang cai dit cac phan mém, tmg dung c6 kha ning bi anh hudng boi cac 16 hong
trén, lién hé v4i Trung tAm Cong nghé thong tin dé c6 phuong an xir 1y, khic phuc
16 hong. Cap nhat phién ban méi nhét theo khuyén nghi cta hing san xuat dé khac
phuc cac nguy co mat an toan thong tin. (C6 phu luc théng tin cdc 16 hong bdo mdt
kem theo).

Theo céc ndi dung trén, yéu cau Trudng céc don vi quan tam trién khai thuc hién.%
Noi nhén: KT.GIAM POC
- Nhu trén, PHO GIAM POC

- Giam déc¢ S¢ (dé b/c);
- Luu: VT, TTCNTT.

b/

Phung Pinh Anh



Phu luc: Thdng tin cac 16 hong bao mat
(Kém theo cong vin so0

ISTNMT-CNTT ngay  thang niam 2021 cua

S& Tai nguyén va Moéi truong)

1. Théng tin 1 hong bao mat sin phAm Vmware

San phim anh hwéng: vCenter Server phién ban 7.0/6.7/6.5 va vClound
Foundation phién ban 4.3.1/3.10.2.2.

STT

CVE

Mo ta

CVE-2021-22005

- L6 hong ton tai trong dich vu Analytics cuia vCenter
Server, cho phép d6i tuong tan cong khong can xéc thuc
thuc thi ma tuy y.

- Biém CVSS: 9.8 (nghiém trong)

CVE-2021-21991

- L6 hong trong vCenter Server, cho phep dbi tuong tin
céng da xac thyc thuc hién tan cong leo thang.
- biém CVSS: 8.8 (cao)

CVE-2021-22006

- L6 hong trong vCenter Server, cho phép dbi tugng tan
cong khong can xac thuc bypass proxy, truy cap trai
phep

- Piém CVSS: 8.3 (cao)

CVE-2021-22011

- Lb hong trong vCenter Server Content Library, cho
phép dbi twong tan cong khong can xéc thuc truy cap
mot s6 APL

- Piém CVSS: 8.1 (cao)

CVE-2021-22015

-Lb héng trong vCenter Server Content Library, cho
phép dbi twong tin cong da xac thyc thyc hién tin cong
leo thang.

- Piém CVSS: 7.8 (cao)

CVE-2021-22012

- L6 hong trong vCenter Server, cho phép d6i tugng tan
cong khong can xac thuc truy cap mot sd API va thu
thap thong tin.

- Piém CVSS: 7.5 (cao)

CVE-2021-22013

- Lb hong trong vCenter Server, cho phep do1 tuong t tan
cong khong can xac thyc thu thap thong tin tir mot s6
API.

- Piém CVSS: 7.5 (cao)

CVE-2021-22016

- Lb hong trong vCenter Server, cho phep ddi tuong tan
céng khong can xac thyuc thuc hién tan cong XSS.
- biém CVSS: 7.5 (cao)

CVE-2021-22017

- L6 hong ton tai trong vCenter Server, cho phép ddi
tuong tin cong khong can xac thue thuc hién tan cong
XSS

- Piém CVSS: 7.3 (cao)
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CVE-2021-22014

- L3 hong ton tai trong VAMI (Virtual Appliance




Management Infrastructure), cho phép d6i tuong cd
quyén cao trén hé théng thuc hién tin cong thuc thi ma
tuy y.

- Piém CVSS: 7.2 (cao)

11 CVE-2021-22018

- Lb hong ton tai trong Vmware vSphere Lifecycle
Manager plug-in, cho phép ddi twong tin cong khong
can xéc thuc thue hién x6a tép tuy .

- Piém CVSS: 6.5 (cao)

12 CVE-2021-21992

- Lb hong ton tai trong qua trinh xtr ly XML cua vCenter
Server, cho phep dbi twong tin cong da xéac thyc thyc
hién tin cong tir chdi dich vu.

- Piém CVSS: 6.5 (cao)

13 CVE-2021-22007

- Lb hong ton tai trong dich vu Analytics cta
vCenterServer, cho phép ddi twong tin cong di xac thyuc
thu thap thong tin ndi bo cia may chu.

- Piém CVSS: 5.5 (trung binh)

14 CVE-2021-22019

-1 hong ton tai trong dich vu VAPI (vCenter API) ctia
vCenterServer, cho phép d6i twong tan cong khong can
xéac thuc thuc hién tn cong tur chdi dich vu.

- Piém CVSS: 5.3 (trung binh)

15 CVE-2021-22009

- L6 hong ton tai trong dich vu VAPI (vCenter API) ctua
vCenterServer, cho phép dbi tuong tan cong khong can

xac thuc thuc hién tin cong tir chéi dich vu.
- Piém CVSS: 5.3 (trung binh)

16 CVE-2021-22010

-Lb hong ton tai trong dich vu VPXD (Virtual
Provisioning X Daemon) cua vCenterServer, cho phép
dbi tuong tan cong khong can xac thyuc thuc hién tin
cong tir chdi dich vu.

- Piém CVSS 5.3 (trung binh)

17 CVE-2021-22008

- LJ hong ton tai trong dich vu VAPI (vCenter API) cua
vCenterServer, cho phép dbi tuong tan cong khong can

xac thue thue hién tan cong thu thap thong tin.
- Biém CVSS: 5.3 (trung binh)

18 CVE-2021-22020

- L6 hong ton tai trong dich vu Analytics ciia
vCenterServer, cho phép d6i tuong tan cong da xac thuc
thuc hién tin cong tur chdi dich vu.

- Piém CVSS: 5.0 (trung binh)

19 CVE-2021-21993

- L6 hong ton tai trong vCenter Server Content Library,
cho phép dbi twong tan cong da xac thuc thuc hién tan
cbng SSRF.

- Piém CVSS: 4.3 (trung binh)

2. Thong tin 16 hong bio mat sain pham Camera IP

Tén san pham

Phién ban anh huwéng

DS-2CVxxx1

Versions which Build time before 210625




DS-2CVxxx5
DS-2CVxxx6

HW I-xxxx

IPC-xxXX

DS-2CD1xx1

DS-2CD1x23
DS-2CD1x43(B)
DS-2CD1x43(C)
DS-2CD1x43GOE
DS-2CD1x53(B)
DS-2CD1x53(C)

DS-2CD1xx7G0

DS-2CD2xx6G2
DS-2CD2xx7G2

DS-2CD2xx2WD

DS-2CD2x21G0

DS-2CD2xx3G2

DS-2CD3xx6G2
DS-2CD3xx7G2

DS-2CD3xx7G0E

DS-2CD3x21G0
DS-2CD3x51G0

DS-2CD3xx3G2

DS-2CD4xx0
DS-2CD4xx6
DS-2CD5xx7




DS-2CD5xx5
iDS-2XM6810
iDS-2CD6810

DS-2XE62X7FWD (D)
DS-2XE30x6FWD (B)
DS-2XE60X6FWD (B)
DS-2XE62x2F (D)
DS-2XC66X5G0
DS-2XE64x2F (B)

DS-2CD7xx6G0
DS-2CD8Cx6G0

KBA18 (C) -83x6FWD

(i) DS-2DExxxx

(i) DS-2PTxxxx

(i) DS-2SE7xxxx

DS-2DY Hxxxx

DS-DY 9xxxx

PTZ-Nxxxx

HWP-Nxxxx

DS-2DF5xxxx
DS-2DF6xxXXX
DS-2DF6xxxx-Cx
DS-2DF7xxxXx
DS-2DF8xxxXx
DS-2DF9xxxXx

iDS-2PT9xxxx




iDS-2SK7xxxx
iDS-2SK8xxxx

iDS-2SR8xxxx

iDS-2VSxXxxx

DS-2TBxxx
DS-Bxxxx
DS-2TDxxxxB

DS-2TD1xxx-xx
DS-2TD2XxXX-XX

DS-2TD41xx-xx [ Wx
DS-2TD62xx-xx [ Wx
DS-2TD81xx-xx / Wx
DS-2TD4xxx-xx [ V2
DS-2TD62xx-xx [ V2
DS-2TD81xx-xx / V2

Versions which Build time before 210702

DS-76xxNI-K1xx
DS-76xxNI-Qxx
DS-HiLookI-NVR-1xxMHxx
DS-HiLookI-NVR-2xxMHxx
DS-HiWatchl-HWN41xxMHxx
DS-HiWatchl-HWN42xxMHxx

V4.30.210 Build201224 - VV4.31.000 Build210511

DS-71xxNI-Q1xx
DS-HiLookI-NVR-1xxMHxx
DS-HiLookI-NVR-1xxHxx

DS-HiWatchl-HWN21xxMHxx DS-
HiWatchl-HWN-21xxHxx

V4.30.300 Build210221 - VV4.31.100 Build210511
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